WIN64 P FEEEmtEE (fE#: #3C5; QQ: 1923208126)

TEARZAEM T LI i, WIN64 5 AW AZ LRI HLH], KPP F1 DSE. KPP BH
1EFRATT PATCH %, DSE £33 A 1INk 3K 50 . 242K KPP Al DSE FHA @ AT K 1,
WIN7X64 HiRA A, FYYRE 8k A 1M NAZ I TR, J5RA A Feryno A
NATE T IEACHD, T RIREE S FYYRE [50RY Feryno MRS AT AR o

BESEHLR A DSE Al PatchGuard, &ML, winload. exe LLJZ
ntoskrnl. exe. %G WINLOAD. EXE #5381 IDA B, FH E&MPLeH T .

. text:00000000004057E8 OslInitializeCodelntegrity proc near ;. CODE XREF: OslpMaint61Cp
. text:00000000004057E8 ; DATA XREF: . pdata:00000000004B21680
. text:00000000004057E8

. text:00000000004057E8 var 58 = gword ptr —58h

. text:00000000004057E8 var 50 = dword ptr —50h

. text:00000000004057E8 var_ 48 = dword ptr —48h

. text:00000000004057E8 var_ 38 = gword ptr —38h

. text:00000000004057E8 arg 8 = gword ptr 10h

. text:00000000004057E8 arg 18 = gword ptr 20h

. text:00000000004057E8

. text:00000000004057E8 mov rax, rsp

. text:00000000004057EB push rbx

. text:00000000004057EC push rbp

. text:00000000004057ED push rdi

. text:00000000004057EE push rl2

. text:00000000004057F0 push rl3

. text:00000000004057F2 sub rsp, 50h

. text:00000000004057F6 Xor r13d, rl3d

. text:00000000004057F9 mov rl12d, ecx

. text:00000000004057FC lea r8, [rax+18h]

. text:0000000000405800 lea rcx, BlpApplicationEntry

. text:0000000000405807 lea rdx, [rax+10h]

. text:000000000040580B mov [rax+20h], r13

. text:000000000040580F mov rdi, rl3

. text:0000000000405812 mov [rax-38h], rl3

. text:0000000000405816 call BlImgQueryCodelntegrityBootOptions

T EABSU IR I AR4T (00000000004057E8 )

‘ mov rax, rsp 48h, 8Bh, C4h
BN :
mov al, 1 BOh, 01h
ret C3h

XA E R Bk X Bl ImgQueryCodelIntegrityBootOptions FIHA, &
TR, DLERESHIWT NTOSKRNL. EXE M FE LA %M (BLIREHERIEL
%k NTOSKRNL. EXE) . FT LR A — AL KAk, BE ek .
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PR RIE ntoskrnl. exe. H— M7 & SeplnitializeCodelntegrity:

PAGE:00000001403EAA60 SeplnitializeCodelntegrity proc near
; CODE XREF: SeplnitializationPhasel+231p
PAGE :00000001403EAA60

PAGE:00000001403EAA60 arg 0 = gword ptr 8
PAGE:00000001403EAAG0

PAGE:00000001403EAAG0 mov [rsptarg 0], rbx
PAGE:00000001403EAA65 push rdi
PAGE:00000001403EAA66 sub rsp, 20h
PAGE:00000001403EAAGA xor ebx, ebx
PAGE:00000001403EAA6C cmp cs:InitIsWinPEMode, bl
PAGE:00000001403EAA72 jnz loc_1403EABOC
PAGE:00000001403EAA78 Xor eax, eax
PAGE:00000001403EAA7A mov cs:g _CiEnabled, 1
PAGE:00000001403EAA81 lea edi, [rbx+6]
PAGE:00000001403EAA84 mov cs:g CiCallbacks, rax
PAGE:00000001403EAASB mov cs:qword 14021EE48, rax
PAGE:00000001403EAA92 mov cs:qword 14021EE50, rax
PAGE:00000001403EAA99 mov rax, cs:qword 1402A8120
PAGE:00000001403EAAAQ cmp rax, rbx
PAGE:00000001403EAAA3 jz short loc_1403EAAF7
PAGE:00000001403EAAAS cmp [rax+98h], rbx
PAGE:00000001403EAAAC jz short loc_1403EAAEE
PAGE:00000001403EAAAE mov rcx, [rax+98h]
PAGE:00000001403EAABS lea rdx, ??_C@ OBJ@KFBEEMJI@DISABLE INTEGRITY_ CHECKS?$AA@NNGAKEGL@
PAGE: 00000001403EAABC call SeplsOptionPresent

PAGE :00000001403EAAC1 mov rcx, cs:qword 1402A8120
PAGE:00000001403EAACS lea rdx, ??_C@ OMGLNFBLGLD@TESTSIGNING?$AAGNNGAKEGL@
PAGE:00000001403EAACF mov rex, [rex+98h]
PAGE:00000001403EAAD6 cmp eax, ebx
PAGE:00000001403EAADS cmovnz edi, ebx

PAGE: 00000001403EAADB call SeplsOptionPresent
PAGE:00000001403EAAEO cmp eax, ebx
PAGE:00000001403EAAE2 mov rax, cs:qword 1402A8120
PAGE:00000001403EAAE9 jz short loc_1403EAAEE
PAGE:00000001403EAAEB or edi, 8

PAGE:00000001403EAAEE

PAGE:00000001403EAAEE loc 1403EAAEE: ; CODE XREF: SeplnitializeCodelntegrity+4Cj
PAGE:00000001403EAAEE ;
SeplnitializeCodelntegrity+89]

PAGE:00000001403EAAEE cmp rax, rbx
PAGE:00000001403EAAF1 jz short loc 1403EAAF7
PAGE:00000001403EAAF3 lea rbx, [rax+30h]

PAGE:00000001403EAAF7
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PAGE:00000001403EAAF7 loc_1403EAAFT:

: CODE XREF: SeplnitializeCodelntegrity+43j
PAGE:00000001403EAAF7
SeplnitializeCodelntegrity+91j

PAGE:00000001403EAAF7 lea r8, g CiCallbacks
PAGE:00000001403EAAFE mov rdx, rbx
PAGE:00000001403EABO1 mov ecx, edi
PAGE:00000001403EABO3 call Cilnitialize
PAGE:00000001403EABO8 mov ebx, eax
PAGE:00000001403EABOA jmp short loc_1403EAB12

PAGE:00000001403EABOC

PAGE:00000001403EABOC 1loc_1403EABOC:

; CODE XREF: SeplnitializeCodelntegrity+12j
PAGE:00000001403EABOC mov cs:g _CiEnabled, bl
PAGE:00000001403EAB12

PAGE:00000001403EAB12 loc_1403EAB12:

; CODE XREF: SeplnitializeCodelntegrity+AAj

PAGE:00000001403EAB12 mov eax, ebx
PAGE:00000001403EAB14 mov rbx, [rspt28h+arg 0]
PAGE:00000001403EAB19 add rsp, 20h
PAGE:00000001403EAB1D pop rdi
PAGE:00000001403EAB1E retn

PAGE:00000001403EABIE SeplnitializeCodelntegrity endp

T EEC Z IFE AS AR4T (00000001403EAAT2):

‘ jnz  loc_1403EABOC OFh, 85h, 94h, 00h, 00h, 00h
BEHON:
nop 90h
jmp loc 1403EABOC E9h, 94h, 00h, 00h, 00h

XRE B R “ 75 A WINPE A7 (I, SRAT 86 N\ R4 & WINPE
AL BRI AR (loc 1403EABOC) . [RlA G S A& WINPE #5280 B 1 mlt A 2 1 56 X 51
B 754

AT (FEAHRIFFS B, XAREEE SR, RS2 e e T
SREHMET, HFYYRE Xn, HEEHZ T KilnitializePatchGuard):

INIT:0000000140561340 sub_140561340  proc near

;. CODE XREF: KiFilterFiberContext+FFp

INIT:0000000140561340 ; KiFilterFiberContext+187p
INIT:0000000140561340

INIT:0000000140561340 var_F78 gword ptr —0F78h
INIT:0000000140561340 var_F70 = gword ptr —OF70h
INIT:0000000140561340 var_F68 gword ptr —0F68h
INIT:0000000140561340 var_F60 gword ptr —0F60h
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INIT:

INIT

INIT:
INIT:
INIT:
INIT:
INIT:
INIT:

0000000140561340

:0000000140561340
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:

0000000140561340
0000000140561340
0000000140561340
0000000140561340
0000000140561340
0000000140561340
0000000140561345
0000000140561349
000000014056134D
000000014056134E
000000014056134F
0000000140561350
0000000140561351
0000000140561353
0000000140561355
0000000140561357
0000000140561359
0000000140561360
0000000140561362
0000000140561368
000000014056136A
000000014056136C
0000000140561371
0000000140561371
0000000140561371
0000000140561378
0000000140561380
0000000140561383
0000000140561388
000000014056138B
0000000140561391
0000000140561399
000000014056139E
00000001405613A1

00000001405640D9
00000001405640D9
00000001405640D9
00000001405640E0
00000001405640E2
00000001405640E4

var F58

var 48
arg 0
arg 8
arg 10
arg 18

loc_140561371:

loc_1405640D9:

dword ptr —0F58h

= byte ptr -48h
= dword ptr 8

= dword ptr 10h
= dword ptr 18h

qword ptr 20h

mov [rsptarg 10], r8d
mov [rsptarg 8], edx
mov [rsptarg 0], ecx
push rbx

push rbp

push rsi

push rdi

push rl2

push rl3

push rl4

push rlb

sub rsp, OF58h

Xor edi, edi

cmp cs:InitSafeBootMode, edi
jz short loc_ 140561371

mov al, 1

jmp loc_1405640D9

; CODE XREF: sub_140561340+28j

lea rbx, FsRtlUninitializeSmallMcb
lea rdx, [rsp+0F98h+var E40]

mov rcx, rbx

call Rt1PcToFileHeader

cmp rax, rdi

jz loc_1405640D7

mov rcx, [rsptOF98h+var E40]

call RtlImageNtHeader

cmp rax, rdi

jz loc_1405640D7

; CODE XREF: sub_140561340+2Cj
; sub_140561340+9C36j
add rsp, O0F58h
pop rlb
pop rl4
pop rl3
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INIT:00000001405640E6 pop rl2
INIT:00000001405640E8 pop rdi
INIT:00000001405640E9 pop rsi
INIT:00000001405640EA pop rbp
INIT:00000001405640EB pop rbx
INIT:00000001405640EC retn

INIT:00000001405640EC endp

T EABSU I I AR4T (0000000140561368):

‘ jz short loc 140561371 74h, 07h
BN
nop 90h
nop 90h

XEE H B2k “RB AR AW, mElE ARG L DR
AR, BOVInR 2722, AV PatchGuard (fyyre L4
TR BBl PatchGuard does not initialize if we boot into safe
mode. ) .

2 iX = A&, DSE A PatchGuard HtIK 1. (BB R B E B iH5H
AR checksum 44T, B RGRALIE RSN LA P BASEFBRE
BBt : BEEX PE X3 buffer —> BIBFHEREREBRHNALE - B
TEMERIAZE > EHITHE checksum —> EEZETHI buffer By N30, #%

/E»Tﬁiﬂ%ﬁﬂfF}

//FEAT

patch bytes:
push rbx rsi rdi
push rex
pop rsi
cld
lodsb : load size of bytes to find
movzx ebx, al
lea rdi, [file buf]
lea r8, [rdi+rdx] . end of file

align 10h

patch bytes LO:
push rsi rdi
mov ecx, ebx

repz cmpsb

pop rdi rsi
jz patch bytes L4
scasb : rditl in 1-byte instruction

lea rax, [rdi+rbx*1]
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cmp rax, r8
jbe patch bytes LO
: end of file reached

Jjmp patch bytes L9

patch bytes L4:

; matching bytes found, patch them

add rsi, rbx
lodsb
movzx ecx, al

repz movsb

patch bytes L9:

load size of bytes to be written

pop rdi rsi rbx
ret
i/ /EBFHHHE checksum

reconstruct crc:

; in: ecx = size of file
struct IMAGE DOS HEADER
e magic
e cblp
of file
e_cp
e crlc
e cparhdr w
e minalloc w
needed
e maxalloc w

needed

SS value

e_csum

e cs
CS value
e Ifarlc w
table
e_ovno
e res
e oemid
e _oeminfo)
e oeminfo W

specific

rw

rw

rw

rw

rw

rw

rw

rw

rw

rw

rw

rw

: Magic number

. Bytes on last page

: Pages in file

. Relocations

: Size of header in paragraphs

: Minimum extra paragraphs

: Maximum extra paragraphs

—_ =

. Initial (relative)

. Initial SP value
: Checksum
. Initial IP value

- Initial (relative)

: File address of relocation

: Overlay number
. Reserved words

. OEM identifier (for

; OEM information; e oemid
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e res2 W 10 ; Reserved words
e lfanew rd 1 ; File address of new exe
header
ends
IMAGE_DOS_SIGNATURE = MZ
struct IMAGE_FILE HEADER
Machine W 1
NumberOfSections W 1
TimeDateStamp rd 1
PointerToSymbolTable rd 1
NumberOfSymbols rd 1
SizeOfOptionalHeader W 1
Characteristics W 1
ends
IMAGE_SIZEOF _FILE_HEADER = sizeof. IMAGE_FILE HEADER ;=20
IMAGE_FILE MACHINE_AMD64 = 8664h ; AMD64 (K8)
struct IMAGE_DATA_DIRECTORY
VirtualAddress rd 1
Size rd 1
ends
IMAGE_NUMBEROF_DIRECTORY_ ENTRIES = 16
struct IMAGE_OPTIONAL_HEADER64
. Standard fields.
Magic W 1
MajorLinkerVersion rb 1
MinorLinkerVersion rb 1
SizeOfCode rd 1
SizeOfInitializedData rd 1
SizeOfUninitializedData rd 1
AddressOfEntryPoint rd 1
BaseOfCode rd 1
: NT additional fields.
ImageBase rq 1
SectionAlignment rd 1
FileAlignment rd 1
MajorOperatingSystemVersion W 1
MinorOperatingSystemVersion W 1
MajorImageVersion W 1
MinorImageVersion W 1
MajorSubsystemVersion W 1
MinorSubsystemVersion W 1
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Win32VersionValue rd 1
SizeOfImage rd 1
SizeOfHeaders rd 1
CheckSum rd 1
Subsystem W 1
Dl1Characteristics W 1
SizeOfStackReserve rq 1
SizeOfStackCommit rq 1
SizeOfHeapReserve rq 1
SizeOfHeapCommit rq 1
LoaderFlags rd 1
NumberOfRvaAndSizes rd 1
; IMAGE_DATA_DTRECTORY DataDirectory [ IMAGE_NUMBEROF_DIRECTORY_ENTRIES];
DataDirectory IMAGE_DATA_DIRECTORY
rb
(IMAGE_NUMBEROF_DIRECTORY ENTRIES-1)#*(sizeof. IMAGE DATA DIRECTORY)
ends
IMAGE_SIZEOF _NT_OPTIONAL64 HEADER = 240
IMAGE_NT_OPTIONAL_HDR64 MAGIC = 020Bh
struct IMAGE_NT_HEADERS64
Signature rd 1
FileHeader IMAGE_FILE_HEADER
OptionalHeader IMAGE_OPTIONAL_HEADERG4

ends

IMAGE _NT_SIGNATURE

lea
cmp
jnz
mov
add
cmp
jnz
cmp
jnz

cmp

_ PR’

rdx, [file buf]

[rdx+IMAGE_DOS_HEADER. e_magic], IMAGE_DOS_STIGNATURE
reconstruct crc L9

eax, [rdx+IMAGE DOS HEADER. e 1fanew]

rax, rdx

[rax+IMAGE_NT_HEADERS64. Signature], IMAGE_NT_STGNATURE
reconstruct crc L9
[rax+IMAGE_NT_HEADERS64. FileHeader. Machine], IMAGE_FILE_MACHINE_AMD64

reconstruct crc L9

[rax+IMAGE_NT_HEADERS64. OptionalHeader. Magic], IMAGE_NT_OPTIONAL_HDR64_MAGIC

jnz

; CRC

reconstruct crc L9

. erase original file crc

and

[rax+IMAGE NT HEADERS64.0OptionalHeader. CheckSum], 0




WIN64 WAZgmFRSEAEE (fE3E . $ASC5%: Qa:

1923208126)

= size

file buf

© rdx =

mov

shr

Xor

Xor
calculate checksum:

mov

add

mov

shr

add

add

loop

add

mov

; Checksum done

reconstruct crc L9:

ret

r10d, ecx
ecx, 1

r9d, r9d
r8d, r8d

r9w, [rdx]

r8d, r9d

9w, r8w

r8d, 16

r8d, r9d

rdx, 2

calculate checksum

r8d, r10d

[rax+IMAGE NT HEADERS64.OptionalHeader. CheckSum], r8d

i//REED: ST nain R
i/ /BEAFFE: read system file —> patch_bytes —> reconstruct crc —> write_system file

start:

push

sub

lea
call
or
mov
jz
mov
lea
call
mov
lea
call
mov
lea
call
mov
lea

call

rbx

rsp, 8% (4+2)

rcx, [fileO]
read system file
eax, eax

ebx, eax

exit failed
edx, ebx

rcx, [fileOed]
patch bytes
edx, ebx

rex, [file3ed]
patch bytes
edx, ebx

rex, [file3ed]
patch bytes
edx, ebx

rex, [file3ed]
patch bytes

. size of file

. size of the whole file

. pointer to patching data
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mov ecx, ebx
call reconstruct_crc
mov edx, ebx
lea rex, [fileOn]
call write system file
cmp eax, ebx
jnz exit delete fileOn
lea rex, [filel]
call read system file
or eax, eax
mov ebx, eax
jnz LO
lea rex, [file2]
call read system file
or eax, eax
mov ebx, eax
jz exit failed

LO: mov edx, ebx
lea rex, [fileled]
call patch bytes
mov edx, ebx
lea rex, [file2ed]
call patch bytes
mov edx, ebx
lea rex, [file3ed]
call patch bytes
mov edx, ebx
lea rex, [file3ed]
call patch bytes
mov edx, ebx
lea rex, [file3ed]
call patch bytes
mov ecx, ebx
call reconstruct crc
mov edx, ebx
lea rex, [fileln]
call write system file
cmp eax, ebx
jz exit success

; jmp exit delete fileln fileOn

exit delete fileln fileOn:
lea rex, [fileln]

call [DeleteFileA]

: size of the whole file

. size of the whole file
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exit delete fileOn:
lea rex, [fileOn]

call [DeleteFileA]
exit failed:
lea rbx, [msg failed]

jmp exit msg

exit success:

lea rbx, [msg success]
exit msg:
; STD_OUTPUT_HANDLE =-11
; INVALID_HANDLE VALUE =-1
: mov rex, STD OUTPUT HANDLE
push STD_OUTPUT_HANDLE
pop rex
call [GetStdHandle]
push rax
pop rex

if INVALID HANDLE VALUE = -1

inc rax
else
cmp rax, INVALID_HANDLE VALUE
end if
jz exit
and gword [rsp + 8%(4+0)]1,0
lea 19, [rsp + 8%(4+1)]
mov r8d, msg size
; lea rdx, [rbx]
push rbx
pop rdx
: lea rex, [rex] ; already set
call [WriteFile]
exit: Xor eax, eax
add rsp, 8% (4+2)
pop rbx
ret

YWAHFT AN T B winload. exe fl ntoskrnl. exe AT, &
BCD N1, 8 PEAUTH AR5 NTF5l, By 1k 7 B Rl 5 bt -
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@ECHO OFF

ECHO
ECHO Creating patched copies of winload, ntkrnlmp/ntoskrnl...
ECHO

patch. exe

ECHO

ECHO Creating BCD Entry..

ECHO

set ENTRY_GUID={46595952-454E-4F50-4747-554944FFFFFF}

bededit —create %ENTRY GUID% —d “KPP & DSE Disabled” —application OSLOADER
bededit —set %ENTRY_GUID% device partition=%SYSTEMDRIVE%
bededit —set %ENTRY GUID% osdevice partition=%SYSTEMDRIVE%
bededit —set %ENTRY GUID% systemroot \Windows

bededit —set %ENTRY GUID% path \Windows\system32\freeload. exe
bededit —set %ENTRY GUID% kernel goodkrnl. exe

bededit —set %ENTRY GUID% recoveryenabled 0

bededit —set %ENTRY GUID% nx OptOut

bededit —set %ENTRY GUID% nointegritychecks 1

bededit —set %ENTRY GUID% testsigning 1

bededit —displayorder %ENTRY GUID% —addlast

bcdedit —timeout 5

bededit —default %ENTRY_GUID%

ECHO
ECHO Setting PEAUTH service to manual... (avoid BSOD at login screen)
ECHO

sc config peauth start= demand

ECHO

ECHO Complete!
ECHO

PAUSE

shutdown /r /t 0

BRI EEE, ENHEPINZE s, #ee i T4 = N i PATCH i A
FHIEOER T . S I i5 4T WING4AST, <18 ) N AZ I S
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BB ¥inG4AST 2013 (Battlefield 4 Commemorative Editien) =10l |
i | B0 | wmEn | B | mE PR | o | amE | oasns | meEns | as| 2m |

| % [E5 I

nikrnlmp.exe This module seems abnormal: The file has been modified.

PSR 2RIV Sm s AR Bk C B S A (BB “— Bk g
PGDS” XA &Y 4m 5 1Y EXE A1 BAT 25— S, 1 KEH VC {84 EXE
KN A EIESZH )



